[Tpunoxxenue 2 Kk 0053aTeIBHOM
uH(OpMAITUH I Pa3MEIICHUS
Ha caure

NHOOPMALIMOHHAA ITAMATKA JJIA
OBYUYAIOIIUXCA AJS1 PASMEIIEHUA HA
OPULUNAINBHBIX UHTEPHET-PECYPCAX

C KaxIplM TOJIOM MOJOJECKH B HUHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIbHUKM OJHA M3 CaMbIX AaKTHBHBIX IMOJIb30BaTened PyHera. Mexnay Tew,
NIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota naMATKa J0JKHA TIOMOYb Te0e 0€30I1acCHO HaXOAUTHCS B CETH.

KommnprotepHbsie BUPYChI

KoMmnbloTepHblid BUPYC - AT0 Pa3HOBUAHOCTh KOMITBIOTEPHBIX MPOrpamMM,
OTIIMYUTENBHOW OCOOEHHOCTBIO KOTOPOU SIBISIETCSI CHOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHune K 3TOMy, BUPYChl MOTYT MOBPEAUTH WA MOJHOCTbIO YHUUTOXKHUTH
Bce (hailyIbl U JaHHBIE, TOJKOHTPOJIbHBIE MOJIB30BATEIN0, OT UMEHU KOTOPOro ObLIa
3amyllleHa 3apakeHHasi MporpamMMma, a Tak)Ke IMOBPEIUTh WM JaXXe€ YHUUTOXHUTb
ONEpallMOHHYI0 CUCTEMY €O BceMHu (aitiaMu B nenom. B OonbIIMHCTBE ciydyaeB
pPacIpOCTPAHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeTozbl 3a1IUThI OT BPEIOHOCHBIX MPOrPaMM:

1. Vcnionib3yii COBpEMEHHBIE ONEePaIMOHHBIE CHCTEMBI, HMEIOITUE CEPhE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrosiHHO ycTaHaBiauBaik HauTu (IUGpOBBIC 3aIlIaTKH, KOTOpPbHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IIEJIbIO JOPAaOOTKH MPOTPAaMMbI) U JPYrue
OOHOBJICHUS CBOEH omepanuoHHOW cucTteMbl. CkauumBaili HUX TOJBKO C
opurmanpHoro  caita paspaborunka OC. Eciu  CymecTByeT — pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUHU €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE O] TpaBaMy IOJIB30BATENsI, a HE
aIMUHUCTpATOpa. OTO HE TO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOTpamMm
MHCTAJJTUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Vicnonb3ylt  aHTUBUPYCHBIE MPOTPAMMHBIE  TMPOAYKTHI  HM3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub U3NUECKU JOCTYI K KOMITBIOTEPY JJISi TOCTOPOHHUX JIMII;

6. Mcnonp3yil BHEIIHUE HOCUTEIM MHPOpMAllMU, TaKkue Kak (enika, AUCK
uiu (aitsl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIbIOTEpHBbIE (DAIIbI, MOJYYEHHbIE M3 HEHAJIeKHBIX
HUCTOYHUKOB. Jaxke Te (aiiibl, KOTOpbIE MpUCTAT TBOM 3HAKOMBIN. JIydllle yTouHH y
HEro, OTMPABIISI JIK OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BUA Nepeaun JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OpeH/I,
Mapka. Eme B 1991 romy HuaepiiaHiackass KOMIIAHUS 3aperucTpyupoBaja OpeH.
"WECA", uto o0o3nauano cinoBocouctanue “Wireless Fidelity”, xoTtopsii



MepeBOUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Haiero BpeMeHH Joliia Apyras abOpeBuaTypa, Kotopas sSBIsSE€TCS TaKou
ke TexHoyormei. Oto abbOpeBmarypa "Wi-Fi". Takoe Ha3BaHume OBLIO NIaHO C
HAMEKOM Ha CTaHJapT BBICIICH 3BYKOBOM TexHuku Hi-Fi, 4To B iepeBoie 03HavacT
"BBICOKAsi TOYHOCTH".

Ja, OecryiaTHBIN UHTEPHET-IOCTYI B Kade, OTENIX U adpoIopTax sBISAETCS
OTJINYHOM BO3MOXHOCTBHIO BBIXOJIa B UHTEpHET. HO MHOTrMe 3KCHepThl CUMUTAIOT,
gt0 obmenoctymabie Wi-Fi cetn He sSBIISIIOTCS 0€30TTaCHBIMH.

CogeTsl 10 0e30macHOCTH pabOThI B 001Ieq0cTymHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JTU4HYIO HHpopManmro depe3 odmeaoctymubie Wi-Fi
ceTu. PaboTast B HUX, JKEJIaTeJIbHO HE BBOJMUTH MapoOJu JOCTYIIA, JOTUHBI U KaKue-
TO HOMEpA;

2. Ucrionb3yii 1 OOHOBIISI aHTUBHPYCHBIE IPOTpaMMBI B OpaHaMayep. Tem
CaMbIM ThI 00€30TacHIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRO;

3.1Ipu wucnonw3oBanun Wi-Fi otkiaroun ¢ynknuio "OOmmi moctym K
¢daiinam u npunTepam". JlaHHas (QYHKIUS 3aKpbITa MO YMOJIYAHHIO, OJHAKO
HEKOTOPbIE MOJIB30BATENN aKTUBHPYIOT €€ s yA00CTBa UCIOIb30BaHUsA B paboTe
uim yueoe;

4. He wucnonw3yit nyommuneii WI1-F1 nna nepemaun JIWYHBIX JaHHBIX,
HaIpUMeED, JJIs BBIXO/a B COLIUATIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Mcnonp3yit ToapKo 3amuineHHoe coequaenue yepe3 HTTPS, a ne HTTP,
T.€. ipu Habope BeO-aapeca BBoaAM uMeHHO "https://*;

6. B moOunpHOM Tenedone otkmoun ¢yukuuto "Tloaxmouenue k Wi-Fi
aproMarnuecku'. He nomyckail aBTOMaTHYECKOro MOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CounanbHbie CETH

CornmanbHble CETH aKTUBHO BXOJIAT B HAITY JKU3Hb, MHOTHE JTIFOAU paboTaroT
U KMBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan MUJLTHAP]] YESTOBEK,
YTO SIBJISIETCSI OAHOM CEIbMOM BCEX KUTEJIEU IIaHeThl. MHOrMe MoJib30BaTeNn HE
MOHUMAIOT, YTO MH(OpMAIUs, pa3MeIIeHHass UMH B COITUAIBHBIX CETSIX, MOXKET
ObITh HaiiJlecHa M MCMIOJIb30BaHa K€M YIOJIHO, B TOM YHCJE HE 00s3aTeIbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETX:

1. Orpannub criucok apy3eil. Y 1e0s B Ipy3bsaxX HE AOJKHO ObITh CIIyHYailHBIX
1 HE3HAKOMBIX JIIOJICH;

2.3amminai CBOKW 4YaCTHYIO JKHM3Hb. Fie ykaswiBail maponu, TeleOHBI,
aapeca, JlaTy TBOEro POXIACHUS U JAPYTY0 JIMYHYIO  MHGOpMAIUIO.
3JI0YMBIIIUICHHUKH MOTYT MCIIOJIb30BaTh Ja)xe UH(POPMAIUIO O TOM, KaK Thl U TBOU
POAUTENH TJIAHUPYETE IPOBECTU KAHUKYJIbL;

3.3amumiail cBOIO pernyTaluio - JIepKU €€ B YUCTOTE€ W 3ajaBail cebe
BOIPOC: XOTeN OBl Thl, UTOOBI IPyrye MOJIB30BATENN BUAEIH, UTO ThI 3arpysKaeib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Eciid Thl TOBOPHUIIIb C JIIOJbMU, KOTOPBIX HE 3HAElIb, HE MCIOJIb3YH CBOE
peanbHOE UMS U JIPYTYIO JUYHYI0 WH(POPMAIMH: UMS, MECTO XKUTEIbCTBA, MECTO
y4eObl U MpoYee;



5. M36erait pazmemienus: gororpaduii B MaTEepHETE, I7Ie THI M300pakKeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu perucrtpanii B COLUMATBHOW CETH HEOOXOIMMO HCIIOIb30BATh
CJIO’KHBIE MApOJIH, COCTOSIINE U3 OyKB M U(P U C KOJIMUYESCTBOM 3HAKOB HE MEHEe
8;

7. JAng conmuanbHOM CEeTH, MOYTHl U JIPYTUX CalTOB HEO0OXOIUMO
UCIIOJIb30BaTh pa3Hble maponu. Toraa ecnu Te0si B3IOMAIOT, TO 3JI0YMBIIIJICHHUKU
NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3zy.

DNEeKTPOHHBIE IEHBI U

DJEeKTpPOHHBIE JEHBIH - 3TO OYEHb YJOOHBIM CIOCOO TMIaTeX e, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEKTPOHHBIE IE€HBIM MOSBUINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHM (DyHKIIMOHHUPYIOT M O HUX YX€ IPOIKCAaHO B 3aKOHE, T'1Ie
WX pa3NeisioT Ha HECKOJbKO BUIOB - AHOHMMHBIE U HE aHOHMMHbIE. Pa3Huua B
TOM, YTO aHOHHUMHBIE - ATO T€, B KOTOPBIX pa3peliaeTcs MpoBOJUTh omnepainuu 0e3
UJeHTU(UKAIINY T10JIh30BaTENs, @ B HCAHOHUMHBIX MICHTU(PUKALIUS MOTH30BaATENSA
SBJIIETCS 00S3aTELHOM.

Taxke creayeT pasnuyaTh dSJIEKTPOHHBIE (UATHBIE JIEeHbIHW (paBHBI
rOCyJapCTBEHHBIM BajJlOTaM) M JJICKTPOHHbIE He(pUATHBIC JCHBIM (HE paBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OCHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C IICKTPOHHBIMU JICHBIAMHU:

1. [IpuBsixu K cueTy MOOUIBHBIN TeneoH. ITO camblil yAOOHBIN 1 OBICTPHII
croco0 BOCCTaHOBUTH JOCTYN K cuery. llpuBsizanHbll TenedoH MOMOXKET, €Ciu
3a0yjenib CBOM TUIATEXKHBIA TApojbh WIM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnone3yii  ogHOpaszoBbie mapoiu. Ilocime mepexoga Ha YCHICHHYIO
aBTOpHU3aALMI0 TeOe yxke He OyJeT YrpoXaThb OMACHOCTh Kpa)XM WM IepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxubiii mapoisib. IlpectynHukam OyaeT He MHpPOCTO yrajaTh
CJIOXHBIN naposib. HajexxHbie maponiu - 3TO mapoju, KOTOPbIe COJAEpKaT HE MEHEe
8 3HAKOB W BKJIIOYAIOT B ¢€0sI CTPOUYHBIE U MPOIMUCHBIC OYKBBI, ITUMPHI U HECKOIBKO
CUMBOJIOB, Takh€ KakK 3HaK Jaoiuiapa, (pyHTa, BOCKJIMIATENIbHBIA 3HAaK W T.IL
Hamnpumep, StRONg!;

4. He BBOJIM CBOM JIMUHBIE TaHHBIE HA caiiTaX, KOTOPbIM HE JOBEPSEIIb.

DJIEKTpOHHAs 1OYTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHUSI U MPEJOCTABIISIEMbIE €10 YCIYTH 10
NEPECHUTKE U MOIYUYEHHUIO 3JIEKTPOHHBIX COOOIICHUI, KOTOPBIE paCIpeaesaioTCs B
KOMITBIOTEpHOU ceTh. (OOBIYHO JJICKTPOHHBIM TIOYTOBBIM  SIIUK  BBITJISIAT
CIIEIYIOIMM 00pa3oM: UMs_TMOJIb30BaTeNA(@uMs_ToMeHa. Takke KpoMe mepeaadn
IPOCTOTO TEKCTa, IMEETCS BOZMOKHOCTh MepeaaBaTh (ailiibl.

OcCHOBHBIE COBETHI IO 0€30TaCHOM PadOTE C IIECKTPOHHOU MTOYTOM:

1. Hamo BwIOpaTh NpaBUIBLHBIA TMOYTOBBIM CepBUC. B HHTEpHETE €CTh
OTPOMHBIN BHIOOpP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JYUIIlEe JOBEPSThH TEM,
KOTO 3HAa€llb, U KTO MEPBBIM B PEUTUHTE;



2. He yka3biBaii B TMYHOM mouTe JTUUHYI0 HH(MOopMaruio. Hanpumep, mydie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim Mpok2013" BmecTo "Tema 13";

3. Ucnonb3yil ABYXATamHyH aBTOPHU3alMI0. DTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJIUTH KOJI, IPUChLUIaeMbIi o SMS;

4. BeiOepu CIIOXKHBINA Maposib. [[7s1 KaK0r0 TOYTOBOTO SITUKA TOJDKEH OBITH
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Eciu ecTh BO3MOKHOCTH HalMcaTh CaMOMY CBOM JIMYHBIA BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Mcrmonb3yil HECKOJBKO TOYTOBBIX SIIUKOB. [lepBbIit st 4acTHOM
MEPEIUCKU C aJipecaTaMy, KOTOPhIM Thl JOBEPSEIIb. JTO JIEKTPOHHBIA aJpec HE
HaJI0 UCIOJIb30BaTh MPU PETUCTPALIUU HA POopyMax U CalTax;

7. He oTtkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUChMAax, JaXKe €CIU OHU
NPUIUIM OT TBOUX Jpy3ei. Jlyuie yTOYHU y HUX, OTNPABISUIM JTU OHU T€OE ATHU
(aiinbl;

8. Ilocne oxoHuaHus paOOTHl HA TIOYTOBOM CEPBUCE MEpe] 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BoidTu".

KubepOymuuHT 1iin BUPTYalIbHOE U3/€BATEIIbCTBO

KubepOymuar -  mpeciefoBaHHE  COOOIICHHUSIMHU,  COJEPKAIIUMHU
OCKOPOJICHUS, arpeccuio, 3aIlyTrUBaHUE; XYJIUTAHCTBO; COLMAJIBHOE
OOMKOTHUPOBAHHKE C TIOMOIIILIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Opocaiics B 60ii. JIyuiumii crioco6: mocoBeTOBaThCA KaK ceOsl BECTH U,
€CJIM HET TOTO0, K KOMY MOXHO OOpaTUThCS, TO BHAyajle yCHOKOUTHCS. Eciu Thl
HAYHEIIb OTBEYAaTh OCKOPOJICHHSIMU Ha OCKOPOJICHHS, TO TOJBKO eiie OoJblie
pa30AOKeIb KOH(IIHKT;

2. YnpaBisi cBoei KubeppenyTaimeii;

3. AHOHUMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He cToWT BeCTM XyJIMIaHCKWH 00pa3s BHUPTyalbHOM u3HH. MHTepHeT (PUKCHUPYET
BCE TBOU JICHCTBUS U COXpAHSET UX. Y JAIUTh UX OYyJeT KpaiiHe 3aTpyTHUTEIHHO;

5. Cobumonaii CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHuuyHbI HeratuB. (OIHOPA30BBIE OCKOPOHWTEILHBIE
COOOMICHHST Jydllle WTrHOpUpoBaTh. OOBIYHO arpeccusi MPEKpamaeTcs Ha
HayvyaJIbHOM CTauM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIICHUSMH, B
COIIMAJIBHBIX CETAX €CTh BO3MOXHOCTh OJOKHMPOBKH OTIIPABKH COOOINECHUN C
ONPEAEIICHHBIX aJIPECOB;

8. Eciu Th1 cBUAEeTENHh KHOEpOyuMHTa. TBOM ACHCTBUS: BBICTYIIUTH POTHB
npecieaoBaTens, IMOKa3aTb €My, YTO €ro JEWCTBUSA OLIEHMBAKOTCS HETaTUBHO,
NOJAJIEPXKaTh JKEPTBY, KOTOPOM HYyKHA TMCUXOJOTHYECKas IOMOIb, COOOUIUTH

B3pOCTBIM O (haKTe arpecCUBHOTO MOBEJCHUS B CETH.
MoOunbHbIN TenedoH

CoBpeMeHHbIe CMapTPOHBI U ITAHIIETHI COAECPIKAT B ce0e BIOJIHE B3POCIbIN
GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMmnbpioTepamu. OHAKO, CPENICTB 3ALIUTHI AJI MOJOOHBIX YCTPOMCTB MOKa OYEHb



Majo. TecTupoBaHMe W TIOMCK YSA3BUMOCTEH B HHX MPOUCXOJUT HE TaK
MHTEHCUBHO, Kak 171 [1K, To jxe camoe kacaeTcst U MOOMIIbHBIX MPUITOKEHHM.

CoBpemeHnHble MOOWJIBHBIE Opay3ephl yXKe MPAKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJIOTH, OJHAKO pacimpeHne ¢GyHKIHOHAIa BIEYeT 3a CoOOoH
OOJBIIYIO CIIO)KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBJICHMS, 3aKPBIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI1 0€301TaCHOCTH MOOMIILHOTO Tene(oHa:

Hudero e sBisiercs mo-HactosiieMy OecriaTHBIM. Byab ocTopoXkeH, Beab
Korja Tede mpeiararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO MJIATHBIE YCIYTH,

Hymaii, mpexxne uem otnpaBuTh SMS, poto mmm Buaeo. Tel TOUHO 3HAEIID,
r7ie OHu OyTyT B KOHEYHOM UTOTE?

Heo6xo1umo 0OHOBISTE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcrnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii mpuiio’)keHUsI OT HEU3BECTHOI'O MCTOYHMKA, BEb OHH MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOTrPAMMHOE 00ECTIEUEHUE;

[Tocne Toro xak Thl BBIMJEIIL C caiiTa, T/ BBOJIUI JMYHYI0O HHPOPMAIIUIO,
3aii/ii B HACTPOWKH Opay3epa u ynaiau COoKies;

[Tepuonnuecku npoBepsiii, Kakue MJIaTHBIC YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoOWl HOMEp MOOWJIBHOTO TeledoHA TOJIBKO JIOASM, KOTOPBIX ThI
3Haellb U KOMY JI0BEpsiellib;

Bluetooth nomxen ObITH BBIKIIOYCH, KOTJa Thl MM HE MOJb3yelibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsr

CoBpeMeHHBIE  OHJAWH-UTPBI - OTO  KPACOYHBIE, 3aXBaTHIBAIOIINE
pa3BiedeHus, OOBEAMHSIONINE COTHM THICSY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT AaHHBIH UM MHUp, OOIIAIOTCA APYr C APYroM, BHITOJTHSIOT 3aJaHUfA,
CpaXaloTCsi C MOHCTpPaMH W TIOJYYarOT OMBIT. 3a YAOBOJBCTBHE OHH ILIATST:
MOKYTIAIOT JTUCK, OTJIAYMBAIOT a0OHEMEHT WJIA TPUOOPETAIOT KaKHe-TO OIIIUH.

Bce ot cpencTBa uayT Ha moanaep:KaHue M Pa3BUTHE UTPHI, a TAKXKE Ha camMy
0€30MMacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU ISl TPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B monoOHBIX Wrpax CTOUT oOmacaTtbcsi HE CTONBKO CBOMX COTIEPHHUKOB,
CKOJIbKO Kpa)kKd TBOETO Mapojisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3ALIUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOETO HTPOBOTO aKKAyHTA!

1. Ecniu apyro#t urpok BeneT ceOs MIoX0 WM CO3AaeT Tebe HeMPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. lloxanyiicss aAMUHUCTpAaTOpaM UIPbl Ha IUIOXO€ TMOBEIEHUE 3TOr0
UTPOKA, JKEIaTeIbHO MPHUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3piBait nuunHyro uH(opMaiuio B npodaiisie Urphi;

4. VYBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(UIMaIbHBIE TATYA U MOJIBL;



6. Mcrnonb3yi ClIOKHBIE U pa3HbIe MapOJIH;

7. laxxe BO BpeMsi WUIphl HE CTOMT OTKJIIOYATh aHTUBUpPYC. [loka TbI
Urpaelllb, TBO KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM KpaXka JTMYHBIX JaHHBIX

OObIYHOM KpaXkell JIeHer U JTOKYMEHTOB CErOJIHA YK€ HHUKOTO HE YJIUBHIIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJIOTHM 3JOYMBIIUICHHUKH TEPEMECTHINCh B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA " TIOOUMBIM" JIETIOM.

lNak mosiBUnach HOBasl yrpo3a: WHTEPHET-MOILICHHUYECTBA WM (DUILMHT,
rJIaBHas 11eJIb KOTOPOTO COCTOMT B MOJYyYE€HUU KOH(MUIECHIMATBHBIX JaHHBIX
I0JIb30BaTeNIeH - JOrMHOB U mapoiieii. Ha anrmumiickom si3eike phishing uuraercs
kak ¢ummHr (ot fishing - peiGHas moBis, password - napoJis).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cneau 3a cBOMM akkKayHTOM. Eciu Thl Moji03peBaellb, YTO TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HE00X0AUMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yil 6e3onacHbie BEO-CalThl, B TOM YHCII€, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnonw3yil cinoxkHble U pa3Hble mapoiu. Takum oOpazoM, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHHKM MOJy4aT JOCTYNl TOJbKO K OJHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

4. Ecim T1e0g B31OManu, TO HEOOXOAMMO NpeaynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE A00aBJEHbI Yy T€Os B APY3bsX, O TOM, UTO T€Os B3JIOMajH U,
BO3MOYKHO, OT TBOEr0 MMEHH OYyJIET pacCchUIaThCsl CllaM M CChUIKM Ha (PMIIMHTOBBIE
CalThI;

5. YcranoBu HaaexkHbIH mapoib (PIN) Ha MOOMITBHBIN TeaC(OH;

6. OTKIIIOYM COXpaHEHue napoiisd B Opaysepe;

7. He oTkpeiBaii (aitsibl M Apyrue BIOKEHUS B MHUChbMaX, JAXe €CIU OHU
MOPUIILTA OT TBOMX JApy3el. Jlydiie yTouyHU y HUX, OTNPABISIN JIU OHU TeOE ATU
Gbaib.

[udposas penyranus

[Mudposas pemyrarus - 5T0 HEraTHUBHAsS WM MO3UTUBHAs WH(OpMaIus B
cetu o0 Tebe. Kommpomerupyromas uHpOpMausi, pa3MelIeHHass B HHTEPHETE,
MOET CEpbE3HBIM 00pa30M OTPa3uThCA Ha TBOEH peaynbHOU xu3HU. "lludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIH dhopmupyeTcs u3 nHpopmaiuu o Tede B
WUHTEPHETE.

TBoe MecTo IKHUTEIbCTBA, Yy4eObl, TBOE (HDMHAHCOBOE TMOJIOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl 0 OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue MnoapOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJUKALMKM JIMYHOU
uHpopmaiuu B UHTEepHETE, HE MOHUMAsi BOBMOXKHBIX MOCHENCTBUM. Thl naxke He
CMOJKEIITb JJOTaaThCsl 0 TOM, 4TO (hoTorpadus, pa3MeiieHHas 5 JIeT Ha3al, cTana
NPUYUHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommenTapuu, pasmenienue TBoux Gororpaduili u Apyrue AEUCTBUS MOTYT
HE UCYE3HYTh JAXKE MOCJE TOr0, KaK Thl MX yAAIUIIb. Thl HE 3HACIIb, KTO COXPaHUI
3Ty UH(OpPMALIKIO, TTOTAJIa JIM OHA B IOMCKOBBIE CUCTEMbI M COXPAaHUJIACh JIU OHA, a
[JIABHOE: YTO MOJIYyMAlOT O TeOE OKPYXKAIoILKe JIFOAH, KOTOPblE HAWAYT U YBUIAT



310. HaliTu mH(popmMannio MHOro JIET CHyCTS CMOXKET JII0OOH - Kak W3 J0OpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM MPUUUHUTD BPEA. ITO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 10 3aIIUTE U(POBOM pEIyTALNH:

1. Tloxymaii, peskae 4eM 4To-TO MyOIMKOBATh U MepeaaBarh y ceds B 6yore
WJIM B COLIMAJILHOM CETH;

2.B Hactpoiikax mpo¢uis yCTaHOBH OTPAaHUYEHHUS Ha MPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1ist py3eit”;

3. He pa3memaii u He yka3biBail HHPOpPMAIMIO, KOTOpask MOXKET KOT0-TMO0
OCKOPOJISITH WK OOUXKATh.

ABTOpCKOE MPaBo

CoBpeMEHHBIE INKOJIBHUKH - AaKTUBHBIE TIOJB30BaTeNH  IUGPOBOTO
npoctpancTtBa. OgHaKoO Jalieko HE BCE 3HAIOT, YTO TIOJh30BAaHHE MHOTUMH
BO3MOXHOCTSIMM  IU(ppoBOro  Mupa TpeOyer  CcoONoAEeHHs  TpaB  Ha
MHTEIJICKTYyallbHYI0 COOCTBEHHOCTb.

TepMuH "uHTE/UIEKTyanbHas COOCTBEHHOCTh" OTHOCHUTCS K pa3IUYHbIM
TBOPEHHUSM YEJIOBEYECKOTO0 yMa, HauyMHas C HOBBIX H300pETEHHM U 3HAKOB,
0003HAYaIIMUX COOCTBEHHOCTh HAa MPOAYKTHl M YCIYI'H, U 3aKaHUMBas KHUTaMH,
¢dororpadusiMu, KHHOPHUIBMAMU U MY3bIKAJIbHBIMU ITPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAyKH, JIUTEPATYpbl U MCKYCCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBE TapaHTHM TOTO, YTO HHTEJUIEKTYaJbHBIN/TBOPUECKUM TpyJ aBTOpa HE
OyAer HampacHbIM, JacT €My CIpaBeAJUBbIE BO3MOXKHOCTHU 3apaboTaTh Ha
pe3yibpTaTax CBOETro TpyJa, MOJYYUTh HM3BECTHOCTh M mNpu3HaHue. Hukro 6e3
paspelieHusi aBTOpa HE  MOXET  BOCIPOM3BOJUTH €ro  MPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJIMYHO JIEMOHCTPUPOBATH, MpPOJaBaTh, HMMIIOPTUPOBATD,
NycKaTb B MPOKAT, MyOJIMYHO HCIOJIHATH, MOKA3bIBATh/UCHOIHATE B 3(pUpPE HIU
pasmemats B MHTEpHETE.

Ucnonb3oBanue '"mupaTckoro" mpOrpaMMHOrO  OOECHEUEHHUS]  MOXKET
NpPUBECTH K MHOTHM pHCKaM: OT TOTEpPH [aHHBIX K TBOUM aKKayHTaMm JI0
OJIOKUPOBKH TBOETO yCTPOWMCTBA, IJI€ YCTAaHOBIIEHA HellerayibHas mporpamma. He
CTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE M OECIUIaTHBIC MPOTPAMMBI,
KOTOpBIE MOKHO HAWTH B CETH.

O noprane

CereBru4oK.p( - TBOW TJIABHBIN COBETUMK B CETU. 37€Ch Thl MOXKEIIbh y3HAThH
0 0€30macHOCTH B CETH MOHATHBIM M JOCTYIHBIM SI3BIKOM, a MIPU BO3HWKHOBEHUH
KPUTHUYECKON CHUTyallil OOpaTUTHhCS 3a COBETOM. A TaKXke MPUHATH ydacThe B
KOHKYpCax M CTaTh CAaMbIM ITU(PPOBBIM TPk IaHUHOM !



